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Zephyr Project

- Open source real time operating system

- Developer friendly with vibrant
community participation

Built with safety and security in mind ) Zephyr OS
- Broad SoC, board and sensor support. .

- Vendor Neutral governance . ASolcation Services

« Permissively licensed - Apache 2.0

- Complete, fully integrated, highly
configurable, modular for flexibility

« Product development ready using LTS
includes security updates

- Certification ready with Zephyr Auditable /

Cl1 THELINUX FOUNDATIONPROJECTS
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Operating First Controls Declared Total Contributors in  Total Commits in

System Commit Commits License Contributors last month Commits l|ast month

Zephyr 2014/11 community Apache-2.0 1863 269 88,107 1,777
nuttX 2007/?  community BSD-variant — Apache-2.0 492 49 51,863 248
RT-Thread 2009/06 community GPL-2.0 — Apache-2.0 661 30 15,524 77
RIOT 2010/09 community LGPL-2.1 342 17 44,624 137
Tizen RT 2015/04 Samsung BSD-variant — Apache-2.0 183 14 10,796 41
FreeRTOS 2004/07 Richard Barry GPL-2.0 w/ FreeRTOS — MIT 146 12 3,320 38
SelL4 2014/07 community GPLv2 AND BSD-2-Clause 100 8 4,423 27
Contiki-NG  2017/10 community BSD-3-Clause 217 6 17,656 35
myNewt 2015/06 community Apache-2.0 134 4 10,785 6
ThreadX 2020/05 MSFT — community MSL — MIT 15 4 148 12
mbed OS 2013/02 ARM Apache-2.0 or BSD-3-Clause 691 2 34,558 2

Data extracted on 2023-12-01 from github

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0



Methodology - with data extracted 2023-10-19™ zephyr

https://github.com/zephyrproject-rtos/zephyr
- Total commits: 85,565
- Total contributors: 1,800

B zephyrproject-rtos [ zephyr  Public L3 Notifications % Fork 5.3k fr Star 85k -

1.7k 11 Pullrequests 707 ) Discussions () Actions [ Projects 177 [0 wiki (@ Security 58 |~ Insights

https://github.com/zephyrproject-rtos/zep/pulse/month G #voswee e

- Mont h Iy co ntri b utors: 216 @ cvgeniy-paltsev and jhedberg doc: release-notes: arc: reword VPX part - ® 6076454 1hourago (D 86,565 commits Proiecb:. Zephyris a new generation,
scalable, optimized, secure RTOS for
- Monthly commits: 1,473— 2 commits/hour

© 1811tags

B github github: security: Fix supported versions yesterday multiple hardware architectures.
B arch llext: Cleanups noted in initial PR 3 weeks ago @ docs.zephyrproject.org

8 boards doc: boards: Set proper languages for syntax highlighting 20 hours ago jot real-ime  microcontroller

» embedded  bluetooth  bluetooth-le

cmake cmake: extensions: Check status of "zephyr,memory-region” DT nod... last week
mecu rtos  zephyr  zephyros

doc doc: release-notes: arc: reword VPX part 1 hour ago R (G
] drivers: ieeeB02154: cc13xx_cc26xx_subg: buflen sanity check 2 days ago
00 Readme
| s dts: x86: Remove old atom.dtsi lastweek g5 Apache-
. pache-2.0 license
- Period: 1 month v
September 18, 2023 - Octobe/18, 2023 » ;
B include/zephyr doc: kernel: k_busy_wait behavior with SYSTEM_CLOCK_SLOPPY_ID... 20 hours ago @ Code of conduct
Security pol
B kernel nel: init: Build constant in early random generator swesk | ' Sesuritypolley
A Activity
Overview i i -confi
- b Pposix: en: hat pooled ipc type is user-configurable last week % ‘aekiti
M misc misc: generated: upOINGoNfigs.c template with <zephyr...> prefix lastyear  ® 376 watching
B modules modules: hal_nordic: cmake: Fix™egking if uicr DT node is accessible last week ¥ 5.3k forks
1,129 Active pull requests 402 Active issues Report repository
M samples doc: samples: smbus: Add console highlightggde block 15 hours ago
B scripts twister: Fix description of relationship between filter anQW/exc... 2 days ago
Releases 114
1772 11357 ©277 ©125 B share sysbuild: Support SB_CONF_FILE and SB_EXTRA_CONF_FILE as I last week
Merged pull request: Open pull requests Closed issues New issues © Zephyr3.4.0
B snippets snippets: xen_domo: add support for Renesas R-Car Gen3 boards onth on Jun 16
| soc linker: esp32: move snippets-section within rom boundary last week 4 113 releases
B submanifests submanifests: optional: update CHRE revision 2 days ago
Excluding merge§, 216 authors have pushed 1,438 commits B subsys fs: fix missing semicolon in fuse_fs_access.c 18hoursago  Contributors 1800
to main and 1,473 commits to all branches. On main, 3,376 E— S p— T
files have changed and there have been 119,637 additions : — 9 9 ar 0 ' @ E
and 23 288 deletions [ checkpatch.conf checkpatch: Remove ext/ from excludes last year . . ‘) e
£ »
- 9% ul o ‘ . [ .clang-format clang-format: flag *_SECTION_FOREACH as for loop 5 months ago
+ 1,789 contributors
3 .codecovyml yamllint: fix all yamllint comments errors 10 months ago

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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>4« .
Zephyr
Operating First Controls Declared Total Contributors in  Total Commits in
System Commit Commits License Contributors last month Commits l|ast month
Zephyr 2014/11 community Apache-2.0 1863 269 88,107 1,777

nuttX 2007/? community BSD-variant — Apache-2.0 492 49 51,863 248
RT-Thread 2009/06 community GPL-2.0 — Apache-2.0 661 30 77
RIOT 2010/09 community LGPL-2.1 : 137
Tizen RT 2015/04 Samsung BSD-variant — Apache-2.0 2 45 comm ItS/h our 41
FreeRTOS 2004/07 Richard Barry GPL-2.0 w/ FreeRTOS — MIT 38
Sel4 2014/07 community GPLv2 AND BSD-2-Clause 100 8 4,423 27
Contiki-NG  2017/10 community BSD-3-Clause 217 6 17,656 35
myNewt 2015/06 community Apache-2.0 134 4 10,785 6
ThreadX 2020/05 MSFT — community MSL — MIT 15 4 148 12
mbed OS 2013/02 ARM Apache-2.0 or BSD-3-Clause 691 2 34,558 2

Data extracted on 2023-12-01 from github

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Average Number of Unique Contributors per Month - ‘

250 L
Zephyr
200
150
100
50
e - \_\
; —— st —— ——————————— ]
2016 2017 2018 2019 2020 2021 2022 2023
—— Amazon FreeRTOS 3 3 30 24 13 3 1
——Apache Mynewt 9 18 18 15 1 8 5 4
———Apache NuttX 20 22 22 26 36 41 45 62
——Arm Mbed OS 39 44 73 69 41 26
———Azure RTOS ThreadX 2 2 2 2
—— Contiki-NG 17 9 10 8 8
——FreeRTOS 2 2! 2 3 11 8 6 6
RIOT OS 29 29 37 42 41 31 29 20
RT-Thread 5 1 24 28 28 36 36 30
TizenRT 2 31 35 35 16 17 11 10
= Zephyr 47 55 82 104 125 154 178 212

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Average Number of Commits per Month ‘

1400
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0
2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
——Amazon FreeRTOS 2 4 47 53 20 2
——Apache Mynewt 90 138 38 74 70 27 31 18
——Apache NuttX 670 248 212 187 206 169 174 343 297 347
~———Arm Mbed OS 30 74 42 95 86 136 138 82 51 6
——Azure RTOS ThreadX 7 1 2
—— Contiki-NG 717 17 23 25 23 22 9 1" 7 38
~——FreeRTOS 209 13 6 6 4 8 13 32 17 11
RIOT OS 63 93 126 84 108 115 136 175 105 103
RT-Thread 253 18 13 9 35 60 53 43 70 84
TizenRT 2 73 93 7 64 74 27
—Zephyr 0 814 434 667 825 924 995 1206

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



GitHub Clones & Unique Visitors " Zephyr

Git clones

15k . /.\.

10k o

'\./°/. 1 ./.\././. 2
5k—/ \.\:/ \1 )
[ o—

o] .

10/01  10/02 10/03 10/04 10/05 10/06 10/07 10/08 10/09 10/10 10/11 10/12 10/13 10/14

148,070 Clones 12,364 Unique cloners Visitors

2023-10-01 — 2023-10-14 / e \

~883 unique clones per day T/ \\ :
~1212 unique visitors per day " 0

10/01  10/02 10/03 10/04 10/05 10/06 10/07 10/08 10/09 10/10 10/11 10/12 10/13 10/14

276,060 Views 16,972 Unique visitors
© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



GitHub Stars History

[:P riot—o9/riot
s = freertos/freertos
ar ARMmbed/mbed—-os
& azure—rtos/threadx
» / apache/nuttXx
|# ~ zephyrpro ject-rtos/zephyr J

6.0k

4.0k

GitHub Stars

2.0k

20H4 2016 2018 2020 2022
Date X} star—history.com

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Contributors Growth per Release

Contributors per release

B total contributors to date [l contributors to the release
2500

2000

E—

1000

500

v2.6.0 v2.7.0 v3.0.0 v3.1.0 v3.2.0 v3.3.0 v3.4.0

Release

v3.5.0

2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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New Contributors per Release “‘fephyr@

% of first-time contributors
40.00%

30.00%

20.00%

10.00%

0.00%
v2.6.0 v2.7.0 v3.0.0 v3.1.0 v3.2.0 v3.3.0 v3.4.0 v3.5.0

Release

2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



How does this
compare to the Linux
Kernel?
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L LINUX
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How does this compare to Linux?

6.5 Linux Kernel Statistics™

1,921 1,945 9

Contributors From Lines of Code Changes Per
218 Organizations Modified Daily Hour

H—E)—O

7,064 1,281

Lines of Code Lines of Code
Added Daily Removed Daily

* Source: https://lwn.net/Articles/948970/ Time period for 6.5: 2023/6/26-2023/8/27=63 days L LINUX
Also data from: Source: https://qithub.com/gregkh/kernel-history/blob/master/kernel_stats.ods FOUNDATION

#ossummit




So what was it like when Linux started?

UNIX Source Available:
SVR4, MINIX 1.5, 4.3BSD

Commercial Distributions:
A/UX, IBM AlX, Dec Ultrix,
HP-UX, IRIX, SunOS, MIPS
RISC/os, Xenix ...




What is Linux like Today?

100% 82% 2nd 90% 90% 69% #1

Supercomputer Smartphone To Windows  Mainframe Public Cloud  Embedded Internet
Market Market Share in Enterprise  Customers Workload Systems Market Client

Every market Linux has entered it eventually dominates

THE

L LINUX

FOUNDATION

#ossummit




Lessons Learned by Linux Community circa 2016/2017

« Short release cycles are important.

Linux Kernel . rF]’_roceSﬁ_sc:laldabilitly requif(es addilstributed,
Development ierarchical development model.

 Tools matter.

Report

Jonathan Corbet, LWN.net m Od e I | S | m po rta nt .

Greg Kroah-Hartman, The Linux Foundation

* The kernel’s strongly consensus-oriented

* Arelated factor is the kernel’s strong “no
regressions” rule.

Source:

https://www.linuxfoundation.org/tools/sta « Corporate participation in the process is
te-of-linux-kernel-development-2017/ crucial.

More recent stats can be found at:  There should be no internal boundaries
https://www.linuxfoundation.org/tools/lin within the project
ux-kernel-history-report-2020/ THE

L LINUX

FOUNDATION

#ossummit



++ Lessons Learned

Vendor-neutral environment for technical decision making

Mix of companies and individuals participating — “scratching their itches”
Streamline upstreaming process — DCO - “signed-off-by:”

Public code reviews — “reviewed-by:”

Consensus-oriented decision model — email, in-person summits

Hierarchical development model (maintainer model) — “signed-off-by”

No internal boundaries — developer can contribute anywhere

Tools matter - git enabled distributed version control - push/pull

Short predictable release cycles and with fixed merge windows

Stable & LTS: stable and long term support releases support product development

KEY: Developer frustration with status quo inspires creative solutions.

THE

L LINUX

FOUNDATION

#ossummit



So what lessons did
Zephyr apply from the
Linux Kernel
Community?




Zephyr’s Vision Zephyr

The Zephyr Project strives to deliver
the best-in-class RTOS for
connected resource-constrained
devices, built to be secure and safe.



.

»A

Zephyr Developers Decide Technical Directions

Configuration: kconfig & kbuild added in 2015 prior to launch
Unified kernel: nano + microkernels — unified kernel in 2016
Infrastructure: Gerrit/JIRA — GitHub/lssues in 2017

Build system: kbuild — cmake in 2018

Other areas:
— APIs & HALs - reworked
— Modularization & Device Tree support
— Release & LTS processes refined

) Zephyr’



Applying ++ Lessons Learned

Linux Best Practice Zephyr Adoption

Vendor Neutral Decision Making Yes, Project support from multiple companies.
Companies and Individuals Participate  Yes, TSC has companies & community participation.
Streamline upstreaming process Yes, see /CONTRIBUTING.rst, DCO used

Public code reviews? Yes, issues & pull requests reviewed on

https://github.com/zephyrproject-rtos/zephyr
Consensus Oriented Decision Models Yes, TSC votes on features & release readiness.
Hierarchical development (Maintainers) Yes, see /MAINTAINERS.yml

No Internal Boundaries Yes, anyone can make pull request for any area
Distributed version control Yes, see /CONTRIBUTING.rst

Short Release Cycle (w/ Merge Window) Yes, 10 week merge, 2-4 week stabilize

Long Term Support Releases Yes, LTS 1 had 4 update release, LTS 2 active maintain

#ossummit



So what does Zephyr
support today?




V»A

) Zephyr’

Supported Hardware Architectures

ARC darm intel ~mies

Cortex-M, Cortex-R x86 & x86_64
& Cortex-A

y A
CNios'I pPRISC - SPARC tefisiica

Processor

32 & 64 bit Xtensa




Architecture

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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IPv4 / IPv6
GLOWPAN

Application }
n High-level API (ex. Smart Objects)
i Connectivity )

|
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Low-level API

w-IeveI 0S Services b
| ’ File System Semngs , Crypto 9
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State Machine ] 5
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Scheduler Memory Management Data Passmg

Architecture Interface
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Power Management | Interrupt Handling Fault Management [ ; Cache Management |
. B
—_— S/

I Hardware Abstraction Layer (SoC vendors)

Hardware Platform




What about Zephyr
security?




Code Repositories " zephyr

Forward ports &
Keeping Configurations in Sync

Long Term

Auditable

Community Y e s:t';%(;;t Safety & Security
Contributions Processes
via DCO

Releases LTS Releases Certifiable
Releases

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Long Term Support (Zephyr 2.7.x) " Zephyr

Product Focused
Current with latest Security Updates

Compatible with new hardware
o Functional support for new hardware is regularly backported

Tested: Shorten the development window and extend the
Beta cycle to allow for more testing and bug fixing

Supported for 2+ years

Doesn’t include cutting-edge functionality

(L\




Long Term Support (LTS - 1.14)

o Coce

= -

© zophyrvt.140
o cebents

Unverfed

& zephyrproject-rtos / zephyr

©unwaton~ | 319

Pulrequests 431 OActions  [liProjects “Wiki 1) Security

Zephyr 1.14.0

B3 oalak roloasod tis on Aor 16 - 5126 commit o mastr sinc tis releaso

W are pleased to announce the release of Zephyr kemel version 1.14.0.

Major enhancements with this release include:

* star

Insights.

© Code

] zephyrproject-rtos / zephyr

Issues 1018

« The Zephyr project 160
spanning 8 archi Wl architect:

the many simulation

project: QEMU, Renode, ARG Simulator, and the native POSIX configurat

tested and

. has beer
simplifying the resulting drivers, removing thousands of lines
of code, and reducing a typical kerel build size by hundreds of bytes.
TICKLESS_KERNEL mode is now the default on all architectures.

greatly

10 evolve
with the addition of a new GPU affinity AP! that can "pin” threads to
specific cores or sets of cores. The core kernel no longer uses the
global irq_lock on SMP systems, and exclusively uses the spinlock API
(which on uniprocessor systems reduces to the same code).

Zephyr now has support for the x86_64 architecture. It is currently
implemented only for QEMU targets, supports arbitrary numbers of CPUS
and runs in SMP mode by default, our first platform to do so.

« We've overhauled the Network packet net-pkt
API and moved the majority of components and protocols to use the
BSD socket AP, including MQTT, CoAP,
LWM2M, and SNTP.

1 zephyrproject-rtos / zephyr

© Code

[Catest rlease |

© zephyr-vi.14.1
> asate2s

Issues %06

OUnmaten~ | 310

e star

st reicase]
Pulroquosts 4% OActons  FProjects ©  “IWii 1 Securty L Insights [ V1142
oxsanan
—
Zephyr 1.14.1
9 reloase.

‘This is an LTS maintenance release with fixes, as well as Bluetooth
qualification listings for the Bluetooth protocol stack included in Zephyr.

Security Vulnerability Related

The (CVE) was addressed in this
release:
« Fixes O : toand
including version 5.1 permits sufficiently low encryption key length

and does not prevent an attacker from influencing the key length
negotiation. This allows practical brute-force attacks (aka "KNOB")
that can decrypt traffic and inject arbitrary ciphertext without the
vietim noticing.

Bluetooth

* Qualification:

o 1.14x Host subsystem qualified with QDID 139258
© 114 Mesh subsystem qualified with QDID 139259
© 114 Controller component qualified on Nordic nRF52 with QDID 135679

Issues Fixed

‘These GitHub issues were addressed since the previous 1.14.0 tagged

© unwateh ~

Pullrequests 428 © Actions [T Projects 10 Wik T

Zephyr LTS 1.14.2 (Mainternance Rg ® zephyrerolect-rtos/zephyr suic

) nashif released this 25 days ago - 11296 commits to master since this release
This is an LTS maintenance release with fixes.
Security Vulnerability Related

The following security vulnerabilities (CVES) were addressed in this
release:

CVE-2020-10019
CVE-2020-10021
CVE-2020-10022
CVE-2020-10023
+ CVE-2020-10024
CVE-2020-10027
CVE-2020-10028

More detailed information can be found in:

Issues Fixed

These GitHub issues were addressed since the previous 1.14.0 tagged.
release:

m

340 % stal

Security 0 Ins

< Code

23 daysago
@ nashit

O n143@
> 1277305

compare -

© lssues 1.2¢

Oumatch 369 - | ¥ fork a3k

I3 Pullrequests as0  ©) Discussions  © Actions [ Projects 16,

Q Findarelease

Zephyrv1.14.3 (o=

“This is an LTS maintenance release with fixes.

Security Vulnerability Related

(cves) in this.

release:

 CVE-2020-10066
* CVE-2020-10069
 CVE-2020-13601
* CVE-2020-13602

More detailed information can be found in:

humi
Issues Fixed

‘These GitHub issues were addressed since the previous 1.14.0 tagged
release:

« #18334 - DNS resolution is broken for

#19917 - Bluetooth: Controller: Missing LL_ENC_RSP after HCI LTK Negative Reply

#21107 - LL_ASSERT and 'Imprecise ata bus error'in LL Controller

#21257 - tests/netinet_pkt failed on mimxrt1050_evk board.

« #21299 -
reset

does not release buffer peripheral

Delivered bug fixes and latest security updates for 2 years!

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Auditable .

e An auditable code base will be established from a subset
of the Zephyr OS LTS

e (Code bases will be kept in sync

e More rigorous processes (necessary for certification) will be
applied to the auditable code base.

e Processes to achieve selected certification to be;

o Determined by Safety Committee and Security Committee
o Coordinated with Technical Steering Committee



Project Security Documentation g

e Project Security Overview

e Started with documents from
other projects

e Built around Secure
Development, Secure Design,
and Security Certification

e Ongoing process, rather than
something to just be
accomplished

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Zephyr Security Overview
Introduction
Curre rity Definition
Secure Development Process
Secure Design
ertification

Security Vulnerability Reporting

Secure Coding

Sensor Device Threat Model
Hardening Tool
Vulnerabilities

Samples and Demos

Qunnartad Raarde

yr Project v: latest v

Ca

) Zephyr’

Docs / Latest » Security » Zephyr Security Overview © Open on GitHub @

This is the documentation for the latest (main) development branch of Zephyr. If
you are looking for the documentation of previous releases, use the drop-down
menu on the left and select the desired version.

Zephyr Security Overview

Introduction

This document outlines the steps of the Zephyr Security Subcommittee towards a
defined security process that helps developers build more secure software while
security i requi . It presents the key ideas of the
security process and outlines which documents need to be created. After the
process is implemented and all supporting documents are created, this document

is a top-level overview and entry point.

Overview and Scope

‘We begin with an overview of the Zephyr development process, which mainly
focuses on security functionality.

In subsequent sections, the individual parts of the process are treated in detail. As
depicted in Figure 1, these main steps are:

1. Secure Development: Defines the system architecture and development
process that ensures adherence to relevant coding principles and quality
assurance procedures,

. Secure Design: Defines security p and i measures to

enforce them. A security architecture of the system and relevant sub-modules is

created, threats are identified, and countermeasures designed. Their correct
implementation and the validity of the threat models are checked by code
reviews. Finally, a process shall be defined for reporting, classifying, and
mitigating security issues..

Security Certification: Defines the certifiable part of the Zephyr RTOS. This

includes an evaluation target, its assets, and how these assets are protected.

Certification claims shall be determined and backed with appropriate evidence.

N

w

Secure System (2:;‘]‘:) Quality
Development Architecture Guidelines Assurance
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Software Supply Chain Support " Zephyr
e Zephyr ships an SBOM (Software Bill of Materials) with

each release

e Downstream consumers can leverage built-in tools to, in
turn, generate source & build SBOMs for their deliverables

[...]

FileName: ./zephyr/zephyr.elf
SPDXID: SPDXRef-File-zephyr.elf
SHA1: e74cebcac51dabd799957ac51e4edcd32541103d

FileChecksum:
[...]

Relationship:
Relationship:
Relationship:
Relationship:
Relationship:

Relationship:

[...]

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

SPDXRef-File-zephyr.
SPDXRef-File-zephyr.
SPDXRef-File-zephyr.
SPDXRef-File-zephyr.
SPDXRef-File-zephyr.
SPDXRef-File-zephyr.

elf GENERATED_FROM SPDXRef-File-dev-handles.c
elf GENERATED_FROM SPDXRef-File-isr-tables.c
elf STATIC_LINK SPDXRef-File-libapp.a

elf STATIC_LINK SPDXRef-File-libzephyr.a

elf STATIC_LINK SPDXRef-File-libisr-tables.a
elf STATIC_LINK SPDXRef-File-libkernel.a




CVE Numbering Authority - Zephyr-

e Registered with MITRE
in 2017

o We issue our own CVEs

e Zephyr Project Security
Incident Response Team
(PSIRT)

o Volunteers from the Security
Subcommittee led by the Zephyr
Security Architect.

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Zephyr Project

The majority of the links on this page redirect to external websites ; these links will open a new window or tab depending on
the web browser used.

Scope Zephyr project components, and vulnerabilities that are not in another CNA’s scope
Root MITRE Corporation

Security

Advisories View Advisories

Program Role
CNA

Organization
Type

Vendors and Projects

Country* USA




OpenSSF Gold Badge

e Core Infrastructure Initiative
Best Practices Program

e Awards badges based on
“project commitment to
security”

e Mostly about project
infrastructure: is project
hosting, etc following security
practices

e Gold status since Feb, 2019

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Zephyr Project

Projects that follow the best practices below can voluntarily self-certify and
show that they've achieved an Open Source Security Foundation
(OpenSSF) best practices badge. show details

If this is your project, please show your badge status on your project page! The
SEESEeEte=d gold Here is how to embed it:

also view the |silver or | gold level

V¥ Basics

¥ Change Control

¥ Reporting

¥ Quality

¥ Security

¥ Analysis



Vulnerability Alert Registry

e For an embargo to be effective,
product makers need to be notified
early so they can remediate

e Goal: Zephyr to fix issues within 30
days to give vendors 60 days before
publication of vulnerability

e Product makers can register to
receive these alerts for free by signing
up at Vulnerability Alert Registry

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Zephyr

Criteria for Participation

@ Have a contact who will respond to emails within a
week and understands how Zephyr is being used in

the product.

® Havea publicly listed product based on some

release of Zephyr.

@ Have an actively monitored security email alias.

@  Accept the Zephyr Embargo Policy that is outlined

below.

Removal: If a member stops adhering to these criteria
after joining the list then the member will be
unsubscribed.

More information on Zephyr’s Security and Disclosure
practices can be found at Security.




Zephyr PSIRT: Remediation and Response ™<zephyr

Advisory Issued by project on 20201208: apmesor T 4

AMNESIA

Research Report Executive Summary

o Zephyr current release (2.4) does not use Fnet or other
stacks. e@roow

0O

o The Zephyr LTS release 1.14 contains an
implementation of the TCP stack from Fnet.

Of the vulnerabilities reported in Fnet, 2, CVE-2020-17468, and
CVE-2020-17469, are in the IPv6 Fnet code, one, CVE-2020-17467,
affects Link-local Multicast Name Resolution LLMNR), and 2,
CVE-2020-24383, and CVE-2020-17470 affect DNS functionality.

None of the affected code has been used in the Zephyr project, while
1.14 does use the Fnet TCP, it does not use the affected IPv6, DNS or
LLMNR code. ( .

1

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0



Zephyr Security Summary

UCT
stRUCTU,
¥ s,

1,

Documented secure
coding practices

Vulnerability response
criteria publicly
documented

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Weekly Coverity scans
MISRA scans

SBOM generation



What'’s all this about
Zephyr safety?




Compliant Development: V-model ““fephyr@

It is difficult to map a stereotypical open-source development

t t h e V d e | Zephyr RTOS functional safety work products mapping to IEC 61508-3 V model
Validation Validated

o Specification of features

o Comprehensive documentation

o Traceability from requirements to source code

o Number of committers and information known
about them

= Provide the evidences that open source developers
can map to compliance and meet all requirements

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



) Zephyr’

Safety Collateral Proposal

Draft (Pending Approval by Certification Authority)

Work in progress

e yps ol fee. Qure iy e Requirement definition, Source Code

Plans Category
Safety Development Plan Safety C Public - Project Docs . .
Safety Assesment Plan Plan/Process FSM Safety Committee Github & Te St I I n ka e a re u b | I C . a n d
! ! Test Plan Plan/Process Testing WG Public - Project Docs g p I
Software Development Plan Plan/Process TSC Public - Project Docs
Configuration and Change Management Plan Plan/Process TSC Public - Project Docs . . .
Coding Guideine Planrocess T80 Publc - reject oot develo pe dino pen using stri ctdoc
Tools Documentation Plan/Process TSC Public - Project Docs e
Specifications Category
Safety Scope Definition Spec. Safety Committee Safety Committee Github
Safety if (SRS) ** Spec. Safety Committee Safety Committee Github .
Safety and (SAIS)™  Spec. Safety Committee Safety Committee Github [ ] T h es et Of re q iremen tS (a N d
Safety Ci Design i (SMDS) ** Spec. Safety Committee Safety Committee Github
Safety Ci Test (SMTS) ** Spec. Safety Committee Safety Committee Github . ol
Safety Test (SITS) * Spec. Safety Committee Safety Committee Github d b |
Safety Software Test Specification (STS) ** Spec. Safety Committee Safety Committee Github a S S O C I a t e t ra C e a I I ty a r e
Sources Category
Source Code Source TsC Public H H
- Coding Guideline Compliance Source TSC Public a p p | I C a b I e to S a fe ty S C O p e I S
Project Documentaton Source TSC Public
- Spec TSC Public .
- and Spec TsC Public d b t h f t tt
~Sofeare A ottt Soec Tee Fubhe Mmanage Yy the satety committee.
Project Testing Source TSC Public
- C Jnit Test Spec TSC Public
- Test Spec TSC Public . .
- Software Test Specification S| TSC Public
s o e e Other project artifacts have owners
Reports Category
Code Review Report (pre-merge) Report TSC Public H
Code Change Test Report (post-merge) Report Testing WG Public d e S C I g n a te d .
Test Coverage Report Report Testing WG Public
Coding Guideline Compliance Report Report Safety WG & Security WG Public
Traceability Report Report Safety WG Public
Tools Classification Report Safety Committee Public
Tools Validation Report Safety Committee TBD (based on specific tools)
Fault Injection Test Report Report Safety Committee Safety Committee
Safety Traceability Report (for Safety Scope) ** Report Safety C SM Safety C;
Safety Test Coverage Report (for Safety Scope) ** Report Safety C SM Safety C;
Safety Analysis (e.g., FMEA) Report FSM Safety Committee
Manuals Category
Software User Manual Manual TSC Public
Safety Manual Manual FSM Safety Committee
Certificates
All safety ites Safety N/A

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0



Initial certification focus "< Zephyr-

e Start with a limited scope of kernel I PR | [—
and interfaces p— i

e Initial targetis IEC 61508 SIL 3/SC 3 o 1o [ o — i fe—
(IEC 61508-3, 7.4.2.12, Route 3s)

e Option for 26262 certification has , ,
been included in contract with —
certification authority should there —

be sufficient member interest

Commen Architachins)
Fatal emoez

Theasd kocal storages
(TLS)

Scope can be extended to include additional components with associated
requirements and traceability as determined by the safety committee

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Current requirements work

= O stanislaw /| reqmgmt

Code ) Pull requests Actions [ Projects Security Insights

- Used tooling: StrictDoc
(https://github.com/strictdo
c-project/strictdoc)

Files zephyr_02_functional_requirements.sdoc (&

stanislaw/sdoc_imp... @ stanislaw ©) History

Code Blame Code 55% faster with GitHub Copilot Raw
-github

[DOCUMENT]
TITLE: Zephyr Functional Requirements

_ D ec i S i on on U I D S fo r zephyr_01_high_level_require... i

[ zephyr_02_functional_require...

docs

ELEMENTS:

requirements (UID will be oo
generated by StrictDoc) S rerowe s e

) requirements.txt - TITLE: STATUS
TYPE: String

rict .toml
strictdoc.tol REQUIRED: False

| tasks.py - TITLE: TYPE

- Hierarchical structure of
requirements that works B

. STATUS: Draft
for the project TYPE: Functional
COMPONENT: C Library
REFS:

Parent

- Ca ptu i ng the ZEP-CLIB-001

. . . TITLE: Math library
requirements in StrictDoc . - I
Zephyr shall support floating point math libraries for processors where floating point is ava
USER_STORY: =
https://gith om/zephyrproject-rtos/zephyr/blob/main/lib/libc/minimal/include/math.h

<<<

DISCUSSION_DATE: >>>

20221122.0

<<<




What's happening now..

Safety Committee

Safety Certification Strategy decisions
- Scope of certification
- Certification standards
- Certification timeline

Assessment and audit specific tasks
Owner of certification artefacts

Participation limited to the project’s
platinum members, the safety architect
and the functional safety manager

Safety Working Group

- Enabling safety qualifications/ certifications
in the project

- Working on creating the required
documentation and evidences

- Setting up requirements management
tooling

- creating/deriving and documenting
requirements

- Open to everyone to participate, join today:
https://lists.zephyrproject.org/g/safety-wg




Results of applying
the best practices




Zephyr in the wild... 5.4K Forks!

About

primary Git Repository fOI’ the Zephyr \ Lo. HOME PROGRAM PRODUCTS PARTNERS CONTACT DEVELOPER AREA Q ENGLISH ES
Project. Zephyr is a new generation,

scalable, optimized, secure RTOS for
multiple hardware architectures. Pulga Core V2.0

@ docs.zephyrproject.org

The Caninos Loucos Pulga board is a powerful

iot real-time microcontroller microcontroller with a large number of sensors, highly

secure, and ideal for loT applications. Completely designed in

embedded bluetooth bluetooth-le Brazil

mcu rtos zephyr zephyros
The low power board is approximately the size of a quarter

embedded-c zephyr-rtos dollar coin (24,26mm) and supports Bluetooth 5.0, allowing
for wireless connection between multiple Pulgas.

Readme Aspects such as modularity, via an autonomous core board
and an optional base board, and energy harvesting capability,
ApaChe—2.0 license enables great exibility for hardware interfaces prototyping.
Code of Conduct The base board allows for adding functionality for custom applications. For example, by adding long

distance wireless protocols and new sensors, you can meet the demands of dierent projects.

Security policy

Finally, the harvesting allows for capturing energy from dierent environmental sources, ensuring energetic
ACtIVIty autonomy to the board.

8.8k stars
Website:: https://caninosloucos.org/en/pulgacore-v2-en/

/ Code: https://github.com/caninos-loucos/pulga-zephyr

Technological Integrated Systems Laboratory (LSI-TEC) with the support
Source: of the Polytechnic School of the University of Sdo Paulo (Poli-USP)
https://github.com/zephyrproject-rtos/zephyr

378 watching

< 0% s 3B

5.4k forks




Products Running Zephyr Today

Proglove

Adhoc Smart Waste

(o

Lildog & Lilcat pet
tracker

,

Ruuvi Tag

GNARBOX 2.0 SSD

»
2
8
>
]
)

Rigado loT Gateway

(i

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

PHYTEC Distancer

Py

Anicare Reindeer
Tracker

Livestock Tracker

zephyrproject.org/products-running-zephyr

Keeb.io BDN9

Safety Pod

Laird Connectivity
sensors & gateways

Hati-ACE

BLiXT solid state
circuit breaker

BeST pump
monitoring

Oticon More

Moto Watch 100

.\

’t
i

Vestas Wind
Turbines



550+ supported boards... and growing

Sipeed HiFive1 nRF9160 DK STM32F746G Disco

BBC micro:bit v2 Blue Wireless Swan Arduino Nano 33 Intel UP Squared Dragino LSN50
BLE LoRA Sensor Node

Microchip SAM E54 Raspberry Pi Pico Altera MAX10 NXP i.MX8MP EVK Adafruit Feather u-blox EVK-NINA-B3
Xplained Pro MO LoRa

Evaluation Kit
(i docs.zephyrproject.org/latest/boards

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



170+ Sensors Already Integrated "~ zephyr




loT Connectivity Options " Zephyr

e Wide variety of communication protocols
o Ethernet, 802.15.4, Thread, LoRa, Bluetooth, CAN bus, ...

e Core network protocols like IPv6, IPv4, UDP, TCP, ICMPV4,
and ICMPveé.

e Security (ex. TLS, DTLS, ...)
e Cloud integration using MQTT, CoAP and HTTP protocols
e Over-the-air updates

e Device management using OMA LwM2M 1.1 protocol



Native IP Stack

2023 The

Built from scratch, on top of Zephyr
native kernel concepts

Dual mode IPv4/IPv6 stack

o DHCP v4, IPv4 autoconf, IPv6 SLAAC,
DNS, SNTP

Multiple network interfaces support
Time Sensitive Networking support
BSD Sockets-based API

Supports IP offloading

Compllance and security tested

Zephyr Project — Co made available under

Network Application

ppItPtI

Socket API

Data Link Layer

Data Link Laye

- ---J

Network Management API

Network Devi

o P ]

4




Bluetooth Host and Mesh

e Bluetooth 5.3 compliant

e Highly configurable

e Portable to all architectures supported by Zephyr

e Low Energy & experimental Bluetooth Classic

e |PSP/6LOWPAN for IPv6 connectivity over Bluetooth LE
e Multiple HCI transports



Bluetooth Low Energy Controller " zephyr
e Bluetooth 5.3 compliant and qualified (5.1)

e Support for multiple BLE radio hardware architectures

o Nordic nRF5x on Arm Cortex-M

o VEGAboard on RISC-V

e Proprietary radios (downstream only)
e Unlimited role and connection count
e (Concurrent multi-protocol support ready

e Multiple advertiser and scanner instances



Zephyr USB Device Stack " zephyr

USB 2.0 & USB-C support

Supports multiple MCU families (STM32, Kinetis, nRF,
SAM,...)

Supports most common devices classes: CDC, Mass
Storage, HID, Bluetooth HCI over USB, DFU, USB Audio, etc.

Tight integration with the RTOS

Native execution support for emulated development on
Linux

WebUSB support



Power Management

Goal: use as little power as possible
Cross-platform (architecture / SoC agnostic)
Tickless scheduler

Handled by the kernel / Customizable by the user



Devicetree

Describe & configure the available
hardware on the target system

Decouple the application from the
hardware

(i docs.zephyrproject.org/latest/build/dts

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0

e
&i2c1 {
pinctrl-0 = <&i2c1_scl_pb8 &i2c1_sda_pb9>;
pinctrl-names = "default";
clock-frequency = <I2C_BITRATE_FAST>;
status = "okay";
1smé6dsl@6a {
compatible = "st,lsm6dsl";
reg = <0x06a >;
};
hts221@5f {
compatible = "st,hts221";
reg = <0x5f >;
};
// ..
};
\.

.dts file example




Secure boot / Device Management " Zephyr

e Leverage MCUboot as secure bootloader

e Application binary can be signed/encrypted
o (Can use hardware keys

e But also:
o Downgrade prevention
o Dependency checks
o Reset and failure recovery

e QOver-the-air (OTA) upgrades
o OMA LwM2M, Eclipse hawkBit
o Vendor offerings



Hardware security
e Cryptography APIs

o Random Number Generation, ciphering, etc.
o Supported by crypto HW, or SW implementation (TinyCrypt)

e Trusted Firmware integration

o Firmware verification/encryption
o Device attestation

o Management of device secrets




Building on POSIX

e Zephyr apps can run as native Linux applications

o Easier to debug/profile with native tools
o Connect to real devices using TCP/IP, Bluetooth, CAN
o Helps minimize hardware dependencies during the development

phase

e Re-use existing code & libraries by accessing Zephyr
services through POSIX API

o Easier for non-embedded programmers
o Implementation is optimized for constrained systems
o Supported POSIX subsets: PSE51, PSE52, and BSD sockets

@
(1 docs.zephyrproject.org/latest/guides/portability/posix.html
r CC BY-SA 4.0.



A real-time OS
Benchmark on Arm Cortex-M4F running at 120 MHz

Operation Time

Thread create 2.5 s
Thread start 3.6 ys
Thread suspend 3.3 s
Thread resume 3.8 Ys
Context switch (yield) 2.2 Us
Get semaphore 0.6 s
Put semaphore 1.1 ps

github.com/zephyrproject-rtos/zephyr/tree/main/tests/benchmarks

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Graphical User Interfaces

e Drivers available for various types of displays
LCD

OLED

Touch panel displays

E-ink

O O O O

e LVGL integration

e Support for video capture and output

W VGL



Inter-Process Communication

.

o

) Zephyr’

. . . Object Bidirectional? Data structure
e Built-in kernel services (see table) — . ——
. LIFO X Queue
e IPC service Stack x Array
o 1-to-1 or 1-to-many communications Message queue X Ring buffer
o NO‘COpy APl I\I!allbox v Q.ueue
Pipe b 4 Ring buffer

e zbus (Zephyr Message Bus)
o 1-to-1, 1-to-many, or many-to-many
channel-based communications
o Synchronous or asynchronous

Application
Logic

IBUS

CHANNEL 1

§ o
g 5

(%]

) =

CHANNEL 2

Data passing objects available in Zephyr kernel

£ 3

aan

=
g

CHANNEL3 ~ ---  CHANNELN

A typical zbus application architecture

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Tracing & Debugging

e Advanced logging framework
Multiple backends (UART, network, file system, ...)

©)

©)

Compile-time & runtime filtering

e Tracing framework

©)

Visualize the inner-working of the
kernel and its various subsystems

Object tracking (mutexes, timers,
etc.)

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

»A

) Zephyr’

Sune fox 0 ns (0 eyeles)
Runs for 4.4250 ma (145 cycles)
retums afier 229.4921 ms.

Retums to Idle

Sotumme to Tdle

Retums to Idle

561 01,307 115 479

% T20000180E2000010¢, runs after 30.5 s (1 cycles)
si2_ 01,37 145 996 ale

102,988 5[2\‘57\ o fi i '“‘-"“""‘ L ﬁ‘g\“’“ﬂ L \‘m"i“”‘\ e, (“E(’E"ﬂ - I S 55
= o
- L — i — i tH L e
3 T200000842200000. I LI - 1 I L1l Il I 1 I
8 Taoooieczooon | 1 I I 1 1 o 1
<5 T2000018E200001 1 I [ 1 (- I I
gmgm [ 1 It I [
i ] [} [ I [ I I L1 ]  Jomt |
O de
e B e =S
ERTra T 7050m. o
s o isems oomsm. sswrm e oa0% Gom s, sa
50 0H eoms2ma 0CHSM. 5109514 Bous.. %6.70% oo0% e T

stomView started.

Rloing e
Waming: o dosorpton Applicalons/SEQGERSystom iew'Sysiem\w app(Corlonis/iacOS Desorfan/SYSVIEW. Zephyr v ot found
o en ASpiatonsSEOGER S Sy ow FHComan SNac SRR AoNS 1 SVIEW S35 ot oo
Recorang S0

16B4Ewenis 05299950  AuoScrol W,



Vibrant Ecosystem

000

DAL

Development Tools

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

‘V‘

Governing Board

)
/\l‘/

Training &
Consulting

-

Contributors

p Zephyr-
O

Technical Steering
Committee

Firmwares &
Libraries

Applications &
Middlewares



Ecosystem // Dev Tools ~* Zephyr

IDE
S -
Development Tools ﬂ A4 eClese g
Compilers Debuggers / Tracing Tools

N
vurersacill  Demm|  © Memfautt

percepio

sssssssssssssss

ol

Emulation / Simulation

R=NOD=" WOKWiI



Fcosystem // Training & Consulting “fephyr@

Training

R THE .
NORDIC @ Golioth L JLINUX percepio

FOUNDATION  N\ZJ (6w sorrware

Services & Consulting

&Baylibre m Laird 5, ~£)antmicro

CONNECTIVITY

WNDRVIR 00 avsyszem




Fcosystem // Firmwares & Libraries " Zephyr

Security

",

—  WOIfS5L

Language runtimes

@ [l icrorytnon g@

Firmwares & Libraries AV

TinyML

EDGE

(7] ®
TensorFlow Lite IMPULSE

Others
[
FIRMWARE P
zscihib
9 Memfault



Fcosystem // Apps & Middlewares " Zephyr

Remote Management

(Grerao G Golioth 1 Avavazem

©Memfaut @ STERNUM  PJ blueswireless

Robotics

EROS

-~

Applications & Middlewares
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SBOMs at scale - see RENODE Dashboard:
3 SBOMs Included by default on each build.

R:NOD:'“ This dashboard is generated by a Cl run which builds all boards supported in Zephyr RTOS and tries
e to run them in Renode.
STATUS MATRIX
BINARIES v
ZEPHYR HELLO WORLD Search.. 229 PASSED 227 PASSED 212 PASSED 214 PASSED 192 PASSED
ZEPHYR PHILOSOPHERS
TENSORFLOW LITE
ZEPHYR SHELL BOARD NAME HELLO WORLD PHILOSOPHERS SHELL MODULE MICRO MICROPYTHON
TENSORFLOW LITE MICRO
MICROPYTHON ARM (368) A
ARCHITECTURE v ARM64 (12) A
sl NIOS2 (1) A
ARMG4
NiOS2 RISCV (21) W
RISCV
SPARC
Andes ADP-XC7K AE350 BUILT BUILT BUILT BUILT BUILT
X86
XTENSA
BeagleV Starlight JH7100 (NON-SMP) PASSED PASSED PASSED PASSED BUILT
BUILD DETAILS
RZ 27C686B7 ESP32-C3 BUILT BUILT BUILT BUILT BUILT
.M 98580F1C22
Fomu - The FPGA-based Tomu PASSED PASSED PASSED PASSED NOT BULT
DO YOU WANT YOUR BOARD
SUPPORTED IN RENODE?
GigaDevice GD32VF103C-STARTER BUILT BUILT BUILT NOT BUILT NOT BUILT
CONTACT US FOR RENODE
SUPPORT SERVICES

Q https://zephyr-dashboard.renode.io

/

A |
»

V' N

) Zephyr'



-

Interested to Learn More? Come Join Us! " Zephyr

Zephyr Community Overview:
« https://www.zephyrproject.org/community/

Code on GitHub:
https://github.com/zephyrproject-rtos/zephyr

Mail Lists:
- https://lists.zephyrproject.org/g/main

Discord (8000+ developers):
https://chat.zephyrproject.org/ (https://discord.com/invite/Ck7jw53nU2)




Zephyr Project

« Open source real time operating system
« Vibrant Community participation
Vendor Neutral governance

Permissively licensed - Apache 2.0

« Cross-architecture with broad SoC and
development board support.

- Complete, fully integrated, highly
configurable, modular for flexibility

+ Product development ready using LTS
includes security updates

+ Built with safety and security in mind

Cl1 THELINUX FOUNDATIONPROJECTS

Zephyr OS

Application Services F &
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